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ABSTRACT
The Tock operating system is a secure, embedded kernel for embedded and Internet of Things systems. Written in the Rust language,
it supports kernel extensions in Rust as well as multiple concurrent
applications written in C, Rust, or Lua. This tutorial will give an
overview of the kernel’s architecture and kernel programming in
Rust. Attendees will write a kernel extension in Rust as well as a
user-land networking application in C. Attendees will be provided
hardware kits, which they may optionally purchase.
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1

LEARNING GOALS

The purpose of this tutorial is to give attendees an opportunity to
(1) learn about how Rust can be used in kernel programming,
(2) have a hands-on experience writing Rust code for an embedded kernel,
(3) learn about the Tock operating system as well as how it
uses Rust to provide safety, and
(4) come away with hardware and the ability to do research on
the platform.

2

MATERIAL OVERVIEW AND TARGET
AUDIENCE

Tock is a secure embedded operating system for low-memory, lowenergy microcontrollers, targeted at IoT and sensor network applications. Tock is unique among embedded operating systems because
it provides isolation guarantees for both applications and the kernel. This enables highly reliable systems that incorporate potentially
buggy or even untrusted components (e.g. end-user installed applications). Moreover, Tock provides many convenient mechanisms
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familiar from traditional operating systems such as preemptive scheduling, a portable system call interface, and dynamically loadable
applications. Finally, The Tock kernel is written in Rust, a new typesafe systems language and provides, providing a instructive example
of the techniques required to write resource-sensitive systems in
such languages.
An in-depth report of the system goals and design will be presented at this year’s SOSP.
The tutorial provides a hands-on introduction to the operating
system. By the end, participants will have practiced writing a new
kernel component as well as an end-to-end application in userspace
and run both on real hardware. The tutorial is particularly appropriate
for PhD students and researchers interested in new programming
languages for operating systems kernels, systems programming in
Rust, security, embedded systems, or Internet of Things applications.
Participants will learn the details, hands on, of an operating system that provides a secure foundation for low-memory systems.
Tock provides a platform for future research in resource-constrained
operating systems, secure IoT applications, and applying type-safe
languages to systems software.

3

STRUCTURE

The tutorial has 3 major parts:
(1) Getting up and running with Tock. This part consists of 30
minutes compiling a Tock kernel and existing applications
as well as a quiz whose answers require learning about part
of the kernel code (to help with the next part).
(2) A 30 minute presentation on Tock’s architecture and programming model, followed by writing a new capsule (the
Tock term for a kernel module) in Rust. The capsule samples a light sensor and prints the readings to the kernel
console. After completing this part, attendees will understand how they can extend the kernel to add new services
or abstractions. It also gives a bit of experience in writing
Rust code.
(3) Writing a new userspace application in C. This shows how
the system call interface works, as well as how Tock handles dynamic memory allocation in the kernel (the subject
of the SOSP paper). This shows how one can build new
applications on top of Tock as part of a larger IoT system.

